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Our Cyber Status
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Continued and aggressive level of threats is the catalyst for the changes we 
will be making to the IT environment to better protect you and the 
university  
In our current IT environment, we …
• have a one size fits all network environment (research, admin, …)
• base protection on being on the campus within a firewall
• have no authoritative system of record for identity
• lack full knowledge of the IT assets in our environment (no visibility=no 

protection) 
• email is used as both as a basis of identity and a business record



Cyber Protection Projects:
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• Measuring maturity of cybersecurity against NIST standards, as expected by BoT
• Documenting IT assets: protect against remote access risks, such as SSH servers
• Hardening email 

• Request you use OSU email for OSU work and not forward email.  
• Adding DUO and making password changes.
• Plan to decommission remaining email servers

• Strengthening identity 
• Looking for an Identity & Access Management tool
• Creating the standards for a zero trust environment, with access based on identity 

and authorization for services based on policy
• End point management to protect your laptops and desktops wherever you work


	CIO Update: OSU IT Highlights
	OSU IT Strategic Plan 2023
	Slide Number 3
	Our Cyber Status
	Cyber Protection Projects:

